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ÒnoEM f X g V i FNÓeV{TWF fhi8f¯Ô LÕVYX g M�V¯Ö f B i T^Z f¯Ô�× F¥ZbBKV¯L�Ø fYi TbM i T@F i�k V{T^V¯DKVhZ�M+F iQÔ XWVhZSTWXbBjØ\TbBKXbMeZ
Ù oEFÕØ^o�V¯XWM k FÕZ�TbXWFNDKBQTbM k Ù f XWL k Ù F k M�Z�o f Ù Z × M�XWÚ$Ø�LÕM5V¯XWLÕÚ/TWoKV{TTWoEM�XWM>F¥ZIBEX g M i T i M�M k
T f OEX f{× F k MV ijk OKX f TbM5Ø�TªTboEM8Ø fYiQÛck M i TbF¥V¯LÕFNTSÚ f¯Ô Z�M i ZbF}TWF × M × F¥Z�BjV¯L k V¯TWVÝÜÞMhH g H�OKV{TWFNM i T
XbM5LÕV¯TbM k ÖM k F¥Ø�VYLºFNÖtV g M k V{T^Vhß Ù oEM i TWXWV i ZbÖIFNT�TWM k�f{× M5X i M�T Ù f XWàQZ fYÔ V i Ú8àUF iKk H

ÒnoEM�ZST f X^V g M+V iKk TbX^V i ZbÖFÕZWZbF fhi8f¯Ô�× FÕZbBKV¯LáFÕÖtV g M k V¯TWV�F i L f ZWZ�LÕM5ZWZ ÔÞf XWÖV¯TWZ k FNâcM5XWZ
Z�F gYi F Û Ø5V i TbLÕÚ Ô X f ÖãZST f X^V g M�V iKk TbX^V i Z�ÖF¥ZbZbF fhi-f¯Ô Ø f ÖÖ fYi>× FÕZbBKV¯L k V¯TWV ÔÞf XnÖ!BKL}TWFNÖM�P
k FÕV>V¯OEOKLNF¥Ø�V¯TbF fYi Z5Hjä�TªF¥ZÇØ fYi Z�TbX^V¯F i M k D�Ú�TboKM Ô VhØ\T+TboKV¯T+F i L f ZWZ�LÕM5ZWZ%M iU× FÕX fhi ÖM i TWZ�TboKM
V¯Ö f B i T f¯Ô Ø f ÖOEXWM5ZWZ�F fYi F¥ZÇTSÚ�OEFÕØ5V¯LÕLNÚ
LÕFÕÖIFNTbM k T f V Ô VYØ�T f X f¯Ô V¯D f BQT�å¬P�æ-F i Ø fYi TbX^VYZ�T
T fÔ VYØ�T f XWZ f¯Ônç5èhè!f XnÖ f XbM�VhØ^oEFNM × V¯DELÕMªF i L f ZWZ�Ú-ZWØ^oEM�ÖMeZ�é êYë�H

ÒnoEM�XWMnM�ìQFÕZ�T ZbM × M5XWVYL�XbMeVYZ fYi Z Ù o�Ú�V+L f ZWZ�Ú�XWM�OKXbMeZ�M i T^V{TWF fhi ÖtV¬Ú iEf T4DjM�VhØ�Ø�M�OQT^V¯DELÕM
f X%VIL f ZbZbLÕM5ZWZ fhi MªÖtV¬Ú-DjM�OKXbM Ô M�X^V¯DELÕMYí

îðï BKM@T f XWM5ñUBEFÕXbM5ÖM i TWZ fYÔ TWoEM%V¯OKOELNF¥Ø�V¯TbF fYi VªL f ZWZ f¯Ô FNÖtV g M k V{T^VªFÕZ iEf T�VhØ�Ø�M�OQT^V¯DELÕMÜÞMhH g HN`�F i ÖM k F¥Ø�VYLºV¯OEOELÕF¥Ø�V{TWF fhi Z�DjMeØ�V¯BjZ�M f¯Ô XWM5VhZ fhi Z4XWM�L¥V{TWM k T f LÕM g V¯LáVYZbOjMeØ\T^Z�V iKk
k F¥V gYiKf ZbFÕZ�VhØ�Ø�BEXWVhØ�Ú�é ç{ò ë�`�F ióg M fhg X^V¯OEoKFÕØ5V¯L�F iQÔÞf XWÖtV{TbF fYi ZbÚQZSTWM�ÖtZ8Ü�G+ä�REß k BEM-T f
TboEM�XWM5ñUBEFÕXWM k F i TbM g XWF}TSÚ fYÔ TWoEM k V¯TWVhß�H

îðï BKMÇT f TboEMªL f Ù OEX f Ø�M5ZWZ�F iEg O f Ù M�X f XnLÕFNÖFNTbM k M i M�X g ÚtXWM5Z f BEX^Ø�MeZ fYÔ TboKM+F i�×Yf L × M koKV¯X k Ù V¯XWMY`�Ø f ÖOEXWM5ZWZ�F fYi V ijk3k M5Ø f ÖOEXbMeZbZbF fYiÝf¯Ô@× FÕZbBKVYL k V{T^V
ÖtV¬Ú iEf T!DcM8O f Z�P
Z�FÕDELÕM f X k M5ZbFNXWM k V¯T�VYLNLtÜ´MYH g HnÖ f DEFÕLNMÝV ijk Ù FNXWM�LÕM5ZWZ�Ø�LÕFNM i T^Z�F i TboEMóØ fhi TbM�ì�T f¯Ô
OjM5X × VhZ�F × M{ô¬BEDEF¥ñUBEFNT f BjZCØ f ÖOEBQTWF iKg ß\H

õ ~�|Uwy�áu�v�zSw�±��^w}u5�{xUu5���ºvS�^°YvS�^���^x{zS�jzS|h���Õ�e�y�y�\�4w}xh�C��vS�e�U°@���U��zS�UÁh�^x{zS�E����vS�Ywyxh� �5xnzS|Uwy�c°YvS��ö��^�Wz
wyx!zS|h�C�Õv�u����W����vS���5�czS|h�n�+�h��zSw}���^Áhw}uª÷C�}u5¨Q��v�u�zS��v��ø¥�4wyx{zS�Wv�zS�WvS�ù£�¢e¢5ú¬ûe£�¢e¢�ü{ýbþKÿÇµhÂ�wy�^¨h�Þ�
² µ�Â��YvS�e�Wv\�5~Cµ��hvS�^w}ÁY�Þ� ² µ5ÿ�vS�U¨Q�Wv\� � µ��K�^w}ÁhxU�bv\����µ � �pu�v�vS|U���¥�Wv\� ² µ � �¯ÁYvSw�zS����|Uwy�h�e�Qµ����^¨Q�bvSxUwy�h�
~CµQ�Yu5�y¨hvS�W�b|{zS�Wv\�Uu5xUÁtÿÇµQ�{z�u5xh�e�����^�
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key generation and encryption with RSA

 512 bits keylength
2048 bits keylength
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key generation and encryption with AES

128 bits keylength
256 bits keylength
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AES(256Bit) & zeit−psend−teil
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Å7Æ�ÇsÈ+É0Ç2Ê>Ë0ÌCÌDÍpÇ2ÆGËHÉ�ÎCÈDÏ�Ê�ËKÊ>Ç	ÎdÐ�Ç/Ñ"Å>Î;Ò2ËKÌ"Å7È]Ó	Ô"ÏGËKÅ7Î;È0Ñ�Õ�Ö0×�Ø�ÎCÅ7Æ`Å7Æ�ÇsÌ;ÎCÑ�ÇRËKÊXÅ7Ç2Ê7ÙJÚXÊ>Ç/Û�ÌdË0Ò/Ç2Ð
Í"ÜIÝ�ÞKßDÖ�à á"Þ+âhËKÑGÐeÝ�ÞKß"Ö�à á"ã+â�ä"Ê7ÇRÚ�ÛZÇ2ÒTÅ7Î;É0Ç/Ì;Ü0å
æ Æ�Ç-Ú7Ç2Ò/È0ÑGÐ`ÒTÈDÑ�çGè0ÏGÊ>ËKÅ7Î;È0ÑfÎ;Ñ�É0Ç2Ú�Å7Î;èDËKÅ7ÇRÐ]Î;Ú�Å>ÈÛ�Ê>È�ÒTÇRÚ7ÚjéRÖ0ê0ájëfé2á"Ö+ì�Î;ÙAË0è0ÇRÚ�Ë0ÑGÐ]Å>È

ÏGÚ�Ç�í�î�ïðËDÚjÒ/ÎCÛ�ÆGÇ/ÊRå�ñXÎ;èGå�ìAÚ�Æ�È+Ø�Ú	Ç/Ñ"Å7Î;Ê>Ç/Ì;Ü8Ð�ÎUòoÇ/Ê>Ç/Ñ"Å�Ú�ÆpËKÛZÇ2ÚsË0Ú-Ú�Ç2Ç/ÑqÍpÇ/óiÈ0Ê>Ç0å�ï�Ì;ÙAÈDÚ�Å
ÌCÎ;Ñ�Ç2Ë0Ê7Ì;ÜgÎ;ÑGÒTÊ>Ç2ËDÚ�Î;Ñ�èqÒ/Ï�Ê>É0Ç2ÚkÐ�ÇRÚ7Ò/Ê7Î;ÍpÇ`Å7ÆGÇ`Å>ÎCÙAÇAÍZÇ/ÆGËHÉ�Î;È0Ï�Ê�ÈKó	Å7Æ�ÇJÚ7Ü�Ú�Å7Ç2ÙhäoËKÅ�ÅVËKÎ;Ñ�ÎCÑGè
Å7Æ�Ç2ÎCÊ]Ê>Ç2Ú7ÛpÇRÒ_Å>ÎCÉDÇEÙAÎCÑGÎCÙJËhË+Å�Å7ÆGÇ!Ì;ÇTó©Å]ÇRÐ�è0Ç!ÈKójÅ7Æ�Ç!ô�õöËKô�Î;Ú2äZÒ/È0Ê>Ê7ÇRÚ�ÛZÈ0ÑpÐ�ÎCÑGè8Å7ÈhËrÐ�Ë+ÅVË
Ú�Î;÷/Ç�ÈKó|ß0ßDá`ø]ùkå æ Æ�ÇkóxË0ÒTÅ-Å>ÆGË+Å�Å>Æ�Ç2Ú7Ç]ÒTÏ�Ê>É0ÇRÚsËKÊ>ÇÙAÈ0ÑGÈKÅ7ÈDÑ�ÎdÒ/ËKÌ;Ì;ÜJÎCÑGÒ/Ê7ÇRË0Ú7ÎCÑGèEÙJËHÜ8ÍZÇ
Ç2Ë0Ú7Î;ÌCÜNÉDÇ/Ê>ÎUçpÇ2ÐNÍ�ÜIÚ7Æ�È+Ø�Î;Ñ�èrÅ7Æ�Ç!çGÊVÚ�ÅEÐ�Ç/Ê>ÎCÉ+ËKÅ7Î;É0Ç!ÈKó-Å7Æ�ÇJÒTÈDÊ7Ê>Ç2Ú7ÛZÈ0ÑGÐ�Î;Ñ�èqóiÈ0Ê>ÙEÏ�ÌdË0ÚÅ>È
ÍpÇ`Ì;Ë0Ê7èDÇ/Ê�ËDÚ�÷2Ç/Ê>È8È+É0Ç2Ê�Å7Æ�Ç`Ç/Ñ"Å7Î;Ê>ÇEÊVËKÑ�èDÇfÒTÈ0ÑpÚ�ÎdÐ�Ç/Ê>Ç2Ð5åpí�Ç2Ì;ËKÅ7Î;Ñ�è8Å>Æ�Î;Ú�çGÑGÐ�ÎCÑ�è�Å7Èrñ�Î;èGå
é0å Í5ä+Å7ÆGÇ�È0Û�Å>ÎCÙJËKÌGÈ0ÛZÇ/ÊVË+Å7Î;È0Ñ`ÙAÈ�Ð�Ç�Î;Ú|Å>È]ÛpÇ2Ê�óiÈDÊ7ÙuÙAËKô�ÎCÙJËKÌ�Ò/È0ÙAÛ�Ê>Ç2Ú>Ú�Î;È0Ñ�ä+ÎCÑ!Å7ÆGÎ;Ú�Ò2Ë0Ú7Ç
ÌCÈ"Ú7Ú7ÌCÇRÚ7Úsú"û	Ó-üuÖKáDá0áGå
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RSA(512Bit) & zeit−psend−teil
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RSA(2048Bit) & zeit−psend−teil
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æ Æ�ÇNÇ/ÙAÛ�Ì;È+Ü�ÙAÇ/Ñ"Å�ÈKófí�î�ï Ø�ÎCÅ7Æ�Ð�ÎCòoÇ/Ê>Ç/Ñ"Å7Ì;Ü Ú7Î;÷/Ç2ÐMLDÇ/Ü�ÚIÕxÎ å Ç0åsÞ�éHÖlÍ�ÎUÅqóiÈ0Êrñ�Î;èGå
ìGå ËgËKÑGÐLÖ0áKìDêrÍ�ÎCÅEóiÈDÊ`ñXÎ;èGå�ìpå ÍZ×]Ð�È�Ç2Ú`ÒVÆGËKÑ�èDÇJÑ�Ç/ÎCÅ7ÆGÇ/ÊfÅ>Æ�Ç�Ú7ÆGËKÛZÇ8È0ó-Å>Æ�ÇqÒ/Ï�Ê>É0ÇJÑ�ÈDÊ
Å7Æ�ÇrÛpÈ"Ú�ÎCÅ7Î;È0ÑwÈKó�Å7ÆGÇqÙAÎ;Ñ�ÎCÙ`Ï�ÙhäXÅ7Æ�ÇhÒTÏ�Ê>É0ÇqÎ;Ú!Ú7ÎCÙAÛ�Ì;ÜyÏ�ÛGÚ7Æ�ÎUó©Å>Ç2Ð ËIÒ/Ç/Ê7Å>ËKÎ;ÑLËKÙAÈDÏ�Ñ"Å
ÕiØ�Æ�ÎdÒVÆlÐ�Ê>Ë0ÙAËKÅ7ÎdÒ/Ë0ÌCÌ;ÜgÚ�Æ�È+Ø�ÚÅ>Æ�ÇJÐ�È0ÙAÎ;ÑGËKÑGÒ/Ç`È0ó	Ç/ÑpÒTÊ>Ü"Û�Å7Î;È0ÑIÎ;ÑeÅ7Æ�ÎdÚ]ÒTÈDÑ�çGè0ÏGÊ>ËKÅ7Î;È0Ñp×Tå
æ Æ�ÇJóiÈ0Ê>ÙEÏGÌ;ËDÚ]Ð�Ç2Ú>ÒTÊ>ÎCÍGÎCÑ�èhÅ>Æ�Ç8È+ÉDÇ/ÊVËKÌ;Ì�ÍpÇ2ÆGËHÉ�ÎCÈDÏ�ÊfËKÊ>Ç8ËKè"ËKÎ;ÑeÎdÐ�Ç/Ñ"Å>Î;Ò2ËKÌ�Å>ÈIÓ	Ô"ÏGËKÅ7Î;È0Ñ
Õ Ö0×-Ø�ÎCÅ7ÆrÅ>Æ�Ç]ÌCÎ;Ñ�ÇRËKÊsÅ7Ç2Ê7ÙJÚsÊ>Ç/Û�ÌdË0Ò/Ç2ÐqÍ�ÜNÝ�Þ0Þ0ß�à ÖKßKârËKÑGÐlÝ�ÞKì"Ö�à NDÞKâ�ä"Ê7ÇRÚ�ÛZÇ2ÒTÅ7Î;É0Ç2ÌCÜDå

O ËHÉ�ÎCÑGèqÎdÐ�Ç/Ñ"Å>ÎUçGÇRÐNÅ>Æ�ÇJÈ0Û�Å7Î;ÙAË0Ì�È0ÛZÇ/ÊVË+Å>ÎCÈDÑIÙAÈ�Ð�Ç2Ú�È0ójÈ0ÏGÊÅ>Ç2Ú�ÅEÚ�Ü�Ú�Å7Ç2Ù Ø�ÎUÅ>ÆIóiÏGÌCÌ
Ç/ÑGÒ/Ê7Ü�Û�Å>ÎCÈDÑ5ä�ØjÇhÑ�È+Ø óiÈ�Ò/ÏGÚAÈ0Ñ"Å>ÈyÚ7Ç/Ì;Ç2ÒTÅ7Î;É0ÇrÇ/ÑGÒ/Ê7Ü�Û�Å>ÎCÈDÑ Õ�î�Ój×Tå�P�Ñ&Å7Æ�ÎdÚJÒTÈDÑDÅ>ÇTô�Å2ä	î�Ó
È0Ñ�Ì;Ü`Ç2ÑGÒTÊ>Ü�Û�Å>ÚjËfÚ7Ï�ÍGÚ7ÇTÅ	È0ó\Å7Æ�ÇÍ�ÎUÅ>Û�ÌdËKÑ�ÇRÚ�ÈKóoÅ>Æ�Ç�Í�Î;ÑGË0Ê7Ü!Ê7Ç2Û�Ê>Ç2Ú7Ç/Ñ"Å>ËKÅ7Î;È0Ñ!ÈKó\Å7ÆGÇ�É�Î;Ú7ÏGË0Ì
Ð�Ë+ÅVË�åDñGÈ0ÊjÊ7ÇRÚ�Ï�ÌCÅ>ÚjÒTÈDÑGÒTÇ2Ê7Ñ�Î;Ñ�è�Å>Æ�Ç�Ú7Ç2ÒTÏGÊ7ÎCÅ�Ü`È0óoÅ7Æ�ÎdÚjË0Û�Û�Ê>ÈDËDÒVÆ!Ú7Ç/ÇRQ ê�äpé/ìASöå�ùjÇRÚ�ÎdÐ�ÇRÚ�Å7ÆGÇ
ÎCÑ"Å7Ç2Ê7ÇRÚ�Å>ÎCÑGèIÛ�Ê>È0ÛZÇ/Ê7Å7Î;Ç2Ú`ÈKó�Å>Æ�ÎdÚEÅ>Ç2ÒVÆ�ÑGÎ;Ô"Ï�ÇrÎUÅVÚ�Ç2ÌUó�ä�Ø-ÇqË0Ê7ÇqÎCÑ"Å>Ç/Ê>Ç2Ú�Å7Ç2ÐLØ�Æ�ÇTÅ>Æ�Ç/Ê!Å7ÆGÇ/Ê>Ç
ÇTô�Î;Ú�Å�ÈDÛ�Å7Î;ÙJËKÌDÈ0ÛZÇ/ÊVË+Å7Î;È0Ñ]ÙAÈ�Ð�ÇRÚ�Ø�Æ�Ç2Ê7ÇjË�ÛGËKÊ7Å7ÎdËKÌ"ÒTÈDÙ!ÛGÊ7ÇRÚ7Ú7ÎCÈDÑ]Î;Ú�Ê7ÇRÔ"Ï�ÎCÊ>Ç2ÐJÕxÎCÑpÚ�Å>Ç2Ë0ÐfÈKó
Ñ�È`Ò/È0ÙAÛ�Ê>Ç2Ú>Ú�Î;È0ÑJØ�ÎCÅ7Æ�ïÓjîJË0ÑGÐAóiÏ�Ì;Ì\ÒTÈDÙ!ÛGÊ7ÇRÚ7Ú7ÎCÈDÑJØ�ÎUÅ>Æqí�î�ï×_å�î�Ç2ÌCÇRÒ_Å>ÎCÉDÇ�Ç/ÑpÒTÊ>Ü"Û�Å7Î;È0Ñ
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RSA(512Bit)/5 & zeit−psend−teil
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RSA(512Bit)/8 & zeit−psend−teil

�!ªb�¬«��	 ®:�����#�� �¡�¢#£���¤:¥�¦�£�§�¢�¨�����¤ £���¦�©

¯�°,±.²%³d²3´"µ �� l�6©7©8£�¦�¶:¦���·(¨=¸,¹%  µ �0 �¡�¦7�#·�¤#�6£l���6¶:¹(º��A£B¢� �¹A����¨�¨�¦���·D«��%»(�0¼F«��G�0½H¢�¦�¼���©�¨I¦�¶��6·(��¨
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Â iFZ6_�Z q UBZ6e.c0_�^�jFh`T,eFgÃ�	�DÄÅX	n{h`idZk��TÆUla q [3Y q h q U�h�Tf[,[3_�Z%U`aF[fh�UWTfe q V�X�eFX�h`X#eFT,c q [,[f^
Tfedc6_`Z q U`TfedgDc6aF_���Z]z���T,gds3�Fs q }�r�h`idZH_`Z(Ybadc0h`T,X�e�X	n�Z6edc6_`^�jbh�TfX#eÇh�XÈ�GÉ	�Çz�T�s Z�s¬�(�bs��DÄk}:X	n
h`iFZRY q h q _`Z(UlaF[fh�UBTfe q c6aF_���Z�U`iFXA�=Tfedg q [fXbc q [8V�TfedTfVkaFVÊc0[,X#U`ZJh`Xmh�iFZ�V�T,YdYb[fZkX	nËh`idZ
_ q eFg�Z:X�n{h`iFZR��~ q �bTÆU�z���T,gds��bs \.}�s�vyx�a q h`T,X�edURz����G} q e.YÁz��G��}=U`iFXA��h`iFZpc0X#_`_�Z%U`j.X#edYbT,eFg
nuX�_�VRaF[ q U¬nuX�_Bh`iFZJXA��Z%_ q [f[1h�TfV�Z:\1Z6i q ��T,X�aF_(s

Ì ��zuÍ�}yÎÏ�dÐ�Ñb�6Í.ÒyÓÔ��Ð�ÑA|�ÍdÕ=ÖÈ�b�#Ð ×#×	Í.Ø�ÓÔ�(��|FÐ ×	��Í1Ù�Ó
ÖI�����FÐ ×F�%ÍRÓÁ���d��Ð��b� zl���G}

Ì �dzuÍ�}yÎÏ�dÐ�Ñb�6Í.ÒyÓÔ��Ð�ÑA|�ÍdÕ=ÖÈ�b�#Ð ×#×	Í.Ø�ÓÔ�(��|FÐ ×	��Í1Ù�Ó
ÖI���F��Ð |	�#ÍRÓÁ���d��Ð��b� zl�(�#}

Ú eÃX#_�YbZ%_"h`X q e q [f^�h�T,c q [,[f^HYbZ6h`Z%_`V�T,eFZwh`iFZ:j1X�T,e�h�X�n3X#jbh`T,V q [8c0X#ebÛdg#aF_ q h`T,X�eonuX�_�h`idZ
�bvÜ_`Z(U�h�_`TÆc�h�Z%Ymh�XÃ�G�bs��pÄÝZ6edc6_`^�jbh�TfX#e8r��¬ZJeFZ%Z%Yoh`X�YbZ0h�Z6_�VpT,eFZwh`idZw[,Xbc q [�VpT,eFT,VRaFVÅX	n
vyx�a q h�TfX#e�zl�(�#}�s Ú eDX�_�YbZ6_"h�X�YFX�h`i q hB�¬Z:U`Z0h�h`iFZJÛ._�UlhIYbZ6_�T,� q h`T,��Zwh`X�Þ%Z6_�X

Ì �	ß�z�Í1}"ÎÏ|FÐ����	Í Õ Óà�FÐ ×F�%Í Ø Öá�#�bÐ ×���Í Ù Óà|���ÑbÐ �#�	ÍpÖá���F�#Ð �.�=Îâ� zl�%|�}
q edYÏX#\bh q Tfeâh��¬Xã_`X�X�h�UHT,eÔh�iFZ q _�Z q X�n�Tfe�h�Z6_�Z%Ulháä �FÐ �Få%�%|Aæ�z�c6X�V�j q _�Zç��T,gdsJ��s \.}�è

ÍéÎêÑ�Ð�Ñ	� q edYàÍëÎì×FÐ�Ñ��#s¬íW\���T,X�adU`[,^�r�h`iFZ][,Xbc q [BV�TfeFT,VRadVî�"Z q _`ZD[,X�X���TfedgÇnuX#_mT,U
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