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Angriffe in Hotspots

o Angriffsarten:

o Lauscher

e Accountpiraten
o ARP-Spoofing
o Man-in-the-middle
@ Session-Hijacking
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ARP-Spoofing

Definition (ARP - Address Resolution Protocol)

ARP ist ein Netzwerkprotokoll das zu einer Netzwerkadresse (IP-Adresse)
die Hardwareadresse (MAC-Adresse) ermittelt.
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S
ARP-Spoofing

Definition (ARP - Address Resolution Protocol)

ARP ist ein Netzwerkprotokoll das zu einer Netzwerkadresse (IP-Adresse)
die Hardwareadresse (MAC-Adresse) ermittelt.

@ ARP-Request: Who has IP 192.168.178.1 tell 192.168.178.2
@ ARP-Response: 192.168.178.1 is at AA:BB:CC:DD:EE:FF

Schwachstellen:
@ Annahme jeglicher ARP-Antworten von allen Systemen

@ Caching der MAC-Adressen



Angriffe in Hotspots
Man-in-the-middle

@ Der Angreifer muss:

den Traffic der Clients zu sich lenken

den Traffic des Gateway zu sich lenken

den Traffic der Clients an das Gateway weiterleiten
den Traffic des Gateways an die Clients weiterleiten

% P Originale Verbindung _

/27



Angriffe in Hotspots
Schutz vor Man-in-the-middle Attacken

o Firewalls
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Angriffe in Hotspots
Schutz vor Man-in-the-middle Attacken

Firewalls
Statische Eintrage im ARP-Cache
e arp -s IP-Adresse MAC-Adresse

Layer-3-Switches

Tools:
o XArp (Windows), arpwatch (Linux)
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AWAWN BRSO Angriffe in Hotspots

Session-Hijacking

@ Mitlesen von Sitzungs-I1Ds

Session-1D = DEK2429A

T

Belauschteine Session
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Session-Hijacking

@ Mitlesen von Sitzungs-I1Ds

Session-1D = DEK2429A

A
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Angife in Hotspots
DSploit (WiFi Hacking Penetration Suite)

@ Hackingtool fiir Android
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Angife in Hotspots
DSploit (WiFi Hacking Penetration Suite)

@ Hackingtool fiir Android
e Funktionen:

o Portscanner

o Login Cracker (Brute-Force)
o MITM

e Session-Hijacking

@ kein technisches Verstandis notwendig
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S
DSploit (WiFi Hacking Penetration Suite) 2

0

(2] asploit

Select a target below by clicking on a row, or long click on it to enter an alias.

192.168.178.0/24

This is your net subnet mask

Netgearmgzwswsn
)0:24:F GmbH ( Your netw

192 68.178.30
( 7F:9E:ED - Mitumi Electric CO

HTC Desire (192.168.178.43 )




S
DSploit (WiFi Hacking Penetration Suite) 2

Select a module to run.

Vulnerability Finder

search for k IInerabilities for target running services upon National

gon cracker which support many different services.

Perform various man-in-the-middle attacks, such as network sniffing, traffic
manipulation, etc.

Packet Foroer




S
DSploit (WiFi Hacking Penetration Suite) 2

= B 1118

hile dumping it to

Password Sniffer

Sniff pa Is of many protocols such as http, ftp, imap, imaps, irc, r
the ta

Session Hijacker

Listen for cookies on the network and hijack sessions.

Kill Connections

Kill connections preventing the target to reach any website or server.

Redirert




S
DSploit (WiFi Hacking Penetration Suite) 2

Pl £ = ull B 11:20

( -.é\ Stefan_PC.fritz.box > MITM > Session Sniffer

=
e
A— !

Tap on a session to start hijacking, long tap to save it to file.

192.168.178.45
%

disqus.com
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DSploit (WiFi Hacking Penetration Suite) 2

| & = all B 11:21

a| Stefan_PC.fritz.box > MITM > Session Sniffer -

o Hijack Session

i 921 Start session hijacking ?
c«,’-.\ 19 ] g




SchutzmaBnahmen gegen Angriffe in Hotspots

@ VPN - Virtual Private Network

Open WLAN

Local LAN
=
B ~/
=
=
i

=
|

e UMTS und GPRS

Quelle: sempervideo.de
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SchutzmaBnahmen gegen Angriffe in Hotspots

@ VPN - Virtual Private Network

Open WLAN

Local LAN
=
B =~/
B \_
=
=l

8

e UMTS und GPRS

Quelle: sempervideo.de



WeP
WEP (Wired Equivalent Privacy)

o Ziele:

e Schutz der Dateniibertragung vor Unbefugten
e Datenintegritat
o Authentizitat
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WeP
WEP (Wired Equivalent Privacy)

o Ziele:
e Schutz der Dateniibertragung vor Unbefugten
e Datenintegritat
o Authentizitat

@ Dazu werden verwendet:

o CRC-32 (Cyclic Redundancy Check)
e RC4

11/27



WEP
WEP - Merkmale

@ Verwendet Shared-Key

o Befugte haben Key — kdnnen Datenpakete ver-/entschliissen
e Maximal 4 verschiedene Keys konfigurierbar
o 40 oder 104 Bit - 5 oder 13 Zeichen
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WEP
WEP - Merkmale

@ Verwendet Shared-Key
o Befugte haben Key — kdnnen Datenpakete ver-/entschliissen
e Maximal 4 verschiedene Keys konfigurierbar
o 40 oder 104 Bit - 5 oder 13 Zeichen

o Arbeitet mit IV = Initialisierungsvektor

o 4 Byte groB - letztes Byte enthilt KeylD
o In IEEE 802.11 kein Berechnungsverfahren fiir IV definiert
o Oft inkrementell erzeugt

12 /27



W-LAN - Sicherheit BAYY=23

WEP - Verschliisselung

RC4

Keystream

CRC-32

Encrypted
Message
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WEP - Entschliisselung
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WEP - Entschliisselung

Key

Encrypted
Message

Y

Keystream
RC4 ®
CRC-32
ICV ICV

M
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W-LAN - Sicherheit BAYY=23

WEP - Authentizitat

@ Open-System-Authentication

e Request - Antwort

e Entscheidungsgrundlage nicht in IEEE 802.11 definiert
@ Shared-Key-Authentication
o Challenge-Response-Verfahren

Authentication-Request

Station

Challenge

Encrypted Challenge

Access Point
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WEP - Authentizitat
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WEP
WEP - Schwachstellen

@ Shared-Key-Authentication
o Angreifer hat Klartext, verschliisselter Text und IV
e Kann Schliisselstrom herleiten
o Kann sich fiir jede Challenge authentifizieren
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WEP
WEP - Schwachstellen

o |V-Kollisionen

e 22% = 16.777.216 verschiedene Vs
e Genug solche gleich kodierte Nachrichten — Key berechnen
o Reinjection (Aircrack)

o ARP-Request abfangen und wiedereinspeisen

o Genug IV-Schliisseltext-Parchen sammeln — Key berechnen
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WEP
WEP - Schwachstellen

@ Kurze Shared-Keys
o Brute-Force-Methode
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WEP
WEP - SchutzmaBnahmen

@ Nicht benutzen!
o WPA/WPA2 verwenden!
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WPA/WPAZ
WPA

e WPA = Wi-Fi Protected Access (31.10.2002)
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WPA/WPA2
WPA

o WPA = Wi-Fi Protected Access (31.10.2002)
@ Durch die Wi-Fi Alliance (http://www.wi-fi.org)

™
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WPA/WPA2
WPA

o WPA = Wi-Fi Protected Access (31.10.2002)
@ Durch die Wi-Fi Alliance (http://www.wi-fi.org)

™

@ keine neue Hardware erforderlich

@ nur Firmware Update
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WPA/WPA2
WPA

o WPA = Wi-Fi Protected Access (31.10.2002)
@ Durch die Wi-Fi Alliance (http://www.wi-fi.org)

™

@ keine neue Hardware erforderlich
@ nur Firmware Update

e WPA C IEEE 802.11i (23.7.2004)
o |EEE 802.11i — WPA2.
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WPA/WPAZ
Neuerungen in WPA /WPA2

o WPA:

o Temporal Key Integrity Protocol (TKIP)
o Message Integrity Check (MIC)
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WPA/WPAZ
Neuerungen in WPA /WPA2

o WPA:

o Temporal Key Integrity Protocol (TKIP)
o Message Integrity Check (MIC)

o WPA2:

o CCMP, Advanced Encryption Standard (AES)
o jedoch: Abwartskompatibel zu TKIP/RC4

@ Authentisierung:

o Personal — PSK
e Enterprise — 802.1X/RADIUS
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Pre-Shared-Key

Passphrase Hashfunc. . Pre-Shared-Key
» .
(8 bis 63 Zeichen) (256 bit)
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AW WPA /WPA2

Pre-Shared-Key

Passphrase

(8 bis 63 Zeichen)

@ Passphrase

(8 bis 63 Zeichen)

Hashfunc. g
»
Hashfunc. g
»

Pre-Shared-Key
(256 bit)

Pre-Shared-Key
(256 bit)
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AW WPA /WPA2

4-Way-Handshake

Client .
Access Point

Pre-Shared-Key
Pre-Shared-Key
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4-Way-Handshake

Access Point

Pre-Shared-Key

Pre—SharedW

PTK

PTK = Pairwise Transient Key
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AW WPA /WPA2

4-Way-Handshake

C.

Pre-Shared-Key ANonce

SNonce+MIC
7
[PTK]
PTK = Pairwise Transient Key

Access Point

Pre-Shared-Key

23 /27



AW WPA /WPA2

4-Way-Handshake

C'

Access Point

Pre-Shared-Key

Pre-Shared-Key ANonce
SNonce+MIC
7
[prk]
GTK+M1C
Key mst Acknowledgment
—> PTK = Pairwise Transient Key
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AW WPA /WPA2

Worterbuch-Attacke

ANonce

SNonce

AP MAC
Pre-Shared-Key Client MAC

Pre-Shared-Key ANonce

SNonce+MIC
7
[PTK]
GTK+M1C

Key |nst Acknowledgment
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AW WPA /WPA2

Worterbuch-Attacke

' Pre-Shared-Key

Pre-Shared-Key ANonce

SNonce+MIC
7
[PTK]
GTK+M1C

Key |nst Acknowledgment

ANonce
SNonce
AP MAC
Client MAC

Worterbuch-Attacke
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AW WPA /WPA2

Woarterbuch-Attacke (ohne AP)

Probe Request (UniPlus) N

-,
N4
S
S
..
.,
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AW WPA /WPA2

Woarterbuch-Attacke (ohne AP)

Probe Request (UniPlus) N

P
. J04g
R,
“\,?f/@sf
”"“*QS'O/;;
N
“I am AndroidAP” a
Honeypot
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W-LAN - Sicherheit

Woarterbuch-Attacke (ohne AP)

Anounce
Snounce
AP MAC
Client MAC

Pre-Shared-Key

Anounce

PTK
Snounce+MIC

u]
o)
I
i
it

D¢
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W-LAN - Sicherheit

Woarterbuch-Attacke (ohne AP)

Anounce
Snounce
AP MAC
Client MAC

Pre-Shared-Key

Anounce

PTK
Snounce+MIC

Worterbuch-Attacke

u]
o)
I
i
it

QR
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AW WPA /WPA2

Hole 196

Access Point

PTK = Pairwise Transient Key
GTP = Group Temporal Key
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AW WPA /WPA2

Hole 196 - ARP Poisoning

Wired LAN
\ Access Point

Insider Client

"I am the Gateway”
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AW WPA /WPA2

Hole 196 - Man-in-the-Middle

Wired LAN
(\ Access Point

Insider Client
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Danke fiir lhre Aufmerksamkeit!
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