Watermark security via wavelet filter parametrization
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Abstract

We propose to use secret, key-dependent parametric
wavelet filters to improve the security of digital wa-
termarking schemes operating in the wavelet transform
domain. We show that the parametrization of wavelet
filters can be easily integrated into existing wavelet-
based watermarking algorithms, resulting in improved
security without additional computational complexity.
Both, robustness and imperceptibility are adequate for
many applications.

1 Introduction

1.1 Secret transf orm domain
watermarking

We focus on the construction of secret wavelet filters
to improve the security of watermarking applications.
Fridrich [1] introduced the concept of key-dependent
basis functions in order to protect a watermark from
hostile attacks. Hostile attacks exploit the knowledge
of the watermarking algorithm to destroy or remove
the watermark . By embedding the watermark informa-
tion in a secret transform domain, Fridrich’s algorithm
can better withstand attacks such as those described by
Kalker [2] employing a public watermark detector de-
vice. However, Fridrich’s approach suffers from com-
putational and space complexity due to generating nu-
merous orthogonal patterns of the size of the host im-
age.

1.2 Security measures

Nevertheless, watermarking schemes such as those pre-
sented by Wang [3] or Kundur [4] call for a mechanism
to protect the location where watermark information
has been embedded. Other security techniques, such as
pseudo-random skipping of coefficients, seriously limit
the robustness and capacity of the scheme. The security
of these schemes lies entirely in the pseudo-random se-
lection of coefficient locations. The authors suggested
to keep the wavelet transform structure secret in order
to protect the location of embedded watermark infor-
mation. Clearly, there is a tradeoff between robustness
and capacity versus security.

1.3 Key-dependent wavelet transf orm
domain

We propose to construct secret wavelet filters via
parametrization to decompose the host image. Due to
the secret transform domain, the location of the water-
mark information is protected. Several parametriza-
tions for orthogonal and bi-orthogonal wavelet filters
are readily available [5], allowing to choose parame-
ters from a vast key-space. We introduce wavelet filter
parametrization to add a security framework to the wa-
termarking schemes presented above without seriously
harming robustness, capacity or imperceptibility.

1.4 Watermarking with parametric
wavelet filter s

We propose to decompose the host image using wavelet
filters constructed with the above parametrization. The
parameter values used for construction and the result-
ing wavelet filter coefficients are kept secret. Hence,
the watermark information can be embedded in a se-
cret multi-resolution transform domain, making it dif-
ficult to mount a hostile attack that seeks to destroy or
remove watermark information at specific locations.
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2 Filter parametrization

2.1 Computation

In order to construct compactly supported orthonormal
wavelets, solutions for the dilation equation

o(t) =" cxp(2t — k),

keZ

with ¢, € R, have to be derived, satisfying two con-
ditions on the coefficients ¢ [6]. Schneid [7] describes
a parametrization for suitable coefficients c; based on
the work of Zou [5] to facilitate construction of such
wavelets. Given N parameter values —7 < a; < 7, 0 <
i < N, the recursion

Qg = \/Liand A = \/L'Z)
¢ = (FTs+h) - (L +cosan_1)+
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can be used to determine the filter coefficients ¢, 0 <
k<2N +2 Wesetcy =0fork <0and k > 2N + 2.

2.2 Example

Below see the Daubechies-6 wavelet and a
parametric wavelet constructed with the pa-
rameter values (ap = —0.4815,a1 = 2.6585).
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2.5 Advantages

Employing secret filter parametrization in wavelet-
based watermarking algorithms has the following ad-
vantages. First, security is improved because hostile
attacks have to operate in the transform domain used
for watermark embedding. Our experiments indicate
that the size of the key-space is at least 63000 parameter
combinations. Second, filter coefficients for watermark
embedding can be constructed in an image-adaptive
way to maximize robustness against specific compres-
sion attacks. Third, there is no need to modify proven
watermarking schemes (only absolute thresholds have
to be adjusted). A wavelet transform based on secret
filters can act as a security framework independent of
the embedding algorithm.

3 Experiments

We conduct all our experiments with the 512 x 512
gray-scale image ‘Lena’. One blind [4] and two non-
blind [3, 10] wavelet-based watermarking algorithms
are used to embed and extract watermark information
without perceptible image degradation. The perfor-
mance of the watermarking schemes is evaluated by
calculating the normalized correlation measure.

3.3 Correlation map and smoothness

We search for a known watermark in the restricted key-
space of parameters that produce wavelet filters subject
to our smoothness contraint. The watermark correla-
tion obtained by varying two parametrization values
(N = 2) is shown for two blind watermarking algo-
rithms [11, 4] (light color means higher correlation).

Correlation measure for Kim’s watermarking scheme,
the key-space is restricted to smooth wavelets — the em-
bedded mark can only be retrieved with the correct fil-
ter parameter.
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2.3 Smoothness

A problem with randomly-constructed parametric
wavelet filters is that the high-pass/low-pass decompo-
sition property is partially lost. Some degree of wavelet
smoothness is desirable for most applications. There-
fore, we calculate the second-order local variation (dif-
ference) of a wavelet sequence

VO = 3ol o+ o

as a simple measure to ensure wavelet smoothness [8].
We can restrict our key-space to parameters such that
only wavelets of certain smoothness are produced, e.g.
Vag) < VISZ), where VI?) is the smoothness measure of
the Haar wavelet. Clearly, this is a tradeoff between se-
curity (key-space) and decomposition properties of the
transform.

The performance of our parametric filters can be im-
proved by restricting the parameter space such that
only reasonable smooth wavelets are used. In that case,
one can expect results close to the Daubechies-6 filter.
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2.4 Watermarking versus compression:
transf orm domain issues

Hsu [9] states that the choice of the wavelet filter is a
critical issue for the quality of the watermarked image
and the robustness to compression attacks. However,
the filter criteria for watermarking purposes are differ-
ent compared to image compression applications. Fil-
ters that pack most energy of the original image in the
lowest resolution approximation image give best com-
pression performance because information in the detail
subbands can be easily discarded without severe per-
ceptible image distortion. However, watermarking ap-
plications using such filters to embed watermark infor-
mation in the detail subbands will seriously suffer from
compression attacks.

3.1 Robustness to compression

We demonstrate the robustness against compres-
sion attacks that can be achieved when using ran-
domly chosen wavelet filter parameters. We con-
struct 169 different wavelet filters, uniformly sepa-
rated in the parameter space (N = 2ap,a1 €
{-3.1,-2.6,...,2.4,2.9}; A = 0.5). Next, we embed a
watermark in the host images using one of the avail-
able parametric filters for wavelet decomposition; for
reference we also test the Daubechies-6 and 9/7-bi-
orthogonal filter. The watermarked images are sub-
jected to JPEG and JPEG2000 compression with differ-
ent quality or bit-rate settings, respectively, resulting in
compression ratios from approximately 1:4 up to 1:80.
All wavelet filters provide adequate robustness, how-
ever, the 9/7-bi-orthogonal filter gives best results. We
conducted the experiment with all 169 parametric fil-
ters but only show the average correlation.
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4 Conclusions

We have introduced the concept of wavelet filter para-
metrization to improve the security of watermarking
applications. Our approach is easy to integrate in exist-
ing watermarking schemes. The experiments indicate
that the level of security provided is adequate for many
applications. Because our proposed security frame-
work does not require any computational overhead, it
is especially suited for video watermarking or other
real-time applications. Further work will investigate
the parametrization of bi-orthogonal wavelet filters.

3.2 Security evaluation

For each algorithm, we generate a watermark and em-
bed it using a secret parametric wavelet filter (e.g. g =
1.7585,a; = 1.0585). Then we try to extract that wa-
termark but randomly ‘guess’ the transform parame-
ters within the key-space. The watermark can only be
retrieved correctly with matching wavelet filters. We
tested 63504 uniformly distributed parameters (N = 2;
o, o € {—3.14,-3.11,...,3.11,3.13}; A = 0.025).
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