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ABSTRACT

In thispaper, weproposeto usesecret,key-dependentpara-
metricwaveletfilters to improve thesecurityof digital wa-
termarkingschemesoperatingin thewavelet transformdo-
main. We show that the parametrizationof wavelet filters
canbe easilyintegratedinto existing wavelet-basedwater-
markingalgorithms,resultingin improvedsecuritywithout
additionalcomputationalcomplexity. Both, robustnessand
imperceptibilityareadequatefor many applications.

1. INTRODUCTION

Recently, numerousdigital watermarkingalgorithmshave
beendevelopedto helpprotectthecopyright of digital im-
agesandto verify multimediadataintegrity. Most water-
markingalgorithmstransformthehostimageinto adomain
that facilitatesembeddingof thewatermarkinformationin
a robustandimperceptibleway. Previousapproachesoften
employedthediscretecosinetransform(DCT) to markper-
ceptuallysignificantcoefficientsin thelow-frequency spec-
trum [1]. Also, the widely usedJPEGcompressionstan-
dardis basedontheDCT. However, new requirementssuch
as progressive and low bit-rate transmission,quality scal-
ability and region-of-interest(ROI) coding demandmore
efficient andversatileimagecoding. The upcomingcom-
pressionstandardJPEG2000will be basedon the discrete
wavelettransform(DWT) to meetthenew requirements[2].
Therefore,it is imperative to studywatermarkingschemes
in thewavelettransformdomain.

In this paper, we will focus on the possibility to con-
structsecretwavelet filters to improve the securityof wa-
termarkingapplications. Fridrich [3] introducedthe con-
cept of key-dependentbasisfunctions in order to protect
a watermarkfrom hostile attacks. Hostile attacksexploit
the knowledge of the watermarkingalgorithm to destroy
or remove the watermark. By embeddingthe watermark
information in a secrettransformdomain,Fridrich’s algo-
rithm canbetterwithstandattackssuchasthosedescribed
by Kalker [4] employing a public watermarkdetectorde-
vice. However, Fridrich’s approachsuffers from the com-
putationalcomplexity andthestoragerequirementsfor gen-

eratingnumerousorthogonalpatternsof thesizeof thehost
image. Nevertheless,watermarkingschemessuchasthose
presentedby Wang[5] or Kundur[6] call for a mechanism
to protect the location where watermarkinformation has
beenembedded.Othersecuritytechniques,suchaspseudo-
randomskippingof coefficients,seriouslylimit the robust-
nessand capacityof the scheme. Therefore,we propose
to constructsecretwaveletfilters via parametrizationto de-
composethe host image. Due to the secrettransformdo-
main,thelocationof thewatermarkinformationisprotected.
Several parametrizationsfor orthogonalandbi-orthogonal
waveletfilters arereadilyavailable[7], allowing to choose
parametersfrom a vastkey-space.We will show theappli-
cability of this approachanddemonstrateits robustness.

Thenext sectiongivesanoverview of currentwavelet-
basedwatermarkingalgorithmsand their weaknesses.In
section3, we describetheconceptof waveletparametriza-
tion. Section4 presentsrobustnessresultsusingparameter-
izedfilters. Concludingremarksaregivenin section5.

2. WAVELET DOMAIN WATERMARKING

Basedon the work of Cox [1] in the DCT domain,Kim
[8] utilizesDWT coefficientsof all subbandsincluding the
approximationimageto equallyembeda randomGaussian
distributedwatermarksequencein the whole image. Per-
ceptuallysignificantcoefficientsareselectedby level-adap-
tive thresholdingto achieve high robustness.However, the
locationof thewatermarkinformationis not protectedand
openfor maliciousattacks.

Following thedesignof hismulti-thresholdwaveletcod-
ing scheme,Wang[5] proposesa watermarkingalgorithm
that refinesKim’s thresholdingschemeandselectssignif-
icant coefficients on a per subbandbasis. Here, random
skippingof significantcoefficients is discussedasa mean
to achieve non-invertibility [9] andimprove watermarkse-
curity althoughthis will also limit the robustnessand ca-
pacity of the scheme.Additionally, it is proposedto keep
thewavelettransformstructureandfilters secretin orderto
protectthelocationof embeddedwatermarkinformation.

Watermarkingschemesof the above typehave demon-



stratedexcellent robustnessto many forms of imagepro-
cessingdistortions. On the other hand, their security is
questionablewithoutprotectingthecoefficientscarryingthe
watermarkinformationfrom amaliciousattacker.

Kundur[6] is embeddinga binarywatermarkby modi-
fying theamplituderelationshipof threetransform-domain
coefficientsfrom distinctdetailsubbandsof thesamereso-
lution level of thehostimage.Thesecurityof this schemes
lies entirely in the pseudo-randomselectionof coefficient
locations.To strengthentheblind watermarkextractionpro-
cess,Kundurresortsto repetitionanda referencemark.

Thereis atradeoff betweenrobustnessandcapacityver-
sussecurity. In thenext section,we introducefilter parame-
trization to adda securityframework to the watermarking
schemespresentedabovewithoutseriouslyharmingrobust-
ness,capacityor imperceptibility.

3. FILTER PARAMETRIZATION

In ordertoconstructcompactlysupportedorthonormalwave-
lets,solutionsfor thedilationequation
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with � ����� � have to be derived, satisfying two condi-
tions on the coefficients � � [10]. Schneid[11] describes
a parametrizationfor suitablecoefficients � � basedon the
work of Zou [7] to facilitateconstructionof suchwavelets.
Given  parametervalues
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Weproposeto decomposethehostimageusingwavelet
filters constructedwith theabove parametrization.Thepa-
rametervaluesusedfor constructionandtheresultingwavelet
filter coefficients are kept secret. Hence, the watermark
information can be embeddedin a secretmulti-resolution
transformdomain,makingit difficult to mounta hostileat-
tackthatseeksto destroy or removewatermarkinformation
at specificlocations.Ourconceptis illustratedin figure1.

A problemwith randomly-constructedparametricwave-
let filtersis thatthehigh-pass/low-passdecompositionprop-
erty is partially lost. Somedegreeof wavelet smoothness
is desirablefor mostapplications.Therefore,we calculate
thesecond-orderlocalvariation(difference)of awaveletse-
quence X CN4 FY �Z	
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as a simple measureto ensurewavelet smoothness[12].
We canrestrictour key-spaceto parameterssuchthatonly
waveletsof certainsmoothnessareproduced,e.g.

X CN4 FY`_ (X CN4 Fa �
where

X C^4 Fa is the smoothnessmeasureof the Haar
wavelet. Clearly, this is a tradeoff betweensecurity(key-
space)anddecompositionpropertiesof thetransform.

Hsu [13] statesthat thechoiceof thewaveletfilter is a
critical issuefor thequality of thewatermarked imageand
the robustnessto compressionattacks.However, the filter
criteria for watermarkingpurposesaredifferentcompared
to imagecompressionapplications.Filters that packmost
energy of the original image in the lowest resolutionap-
proximationimagegive bestcompressionperformancebe-
causeinformationin thedetail subbandscanbeeasilydis-
cardedwithout severeperceptibleimagedistortion. How-
ever, watermarkingapplicationsusingsuchfilters to embed
watermarkinformationin thedetailsubbandswill seriously
suffer from compressionattacks.

Employing secretfilter parametrizationin wavelet-based
watermarkingalgorithmshasthefollowingadvantages.First,
securityis improvedbecausehostileattackshave to operate
in the transformdomainusedfor watermarkembedding.
Our experimentsindicatethat the sizeof the key-spaceis
at least63000parametercombinations.Second,filter co-
efficients for watermarkembeddingcan be constructedin
animage-adaptiveway to maximizerobustnessagainstspe-
cific compressionattacks.Third, thereis no needto mod-
ify provenwatermarkingschemes(only absolutethresholds
have to be adjusted).A wavelet transformbasedon secret
filters canact asa securityframework independentof the
embeddingalgorithm.

4. RESULTS

We conductall our experimentswith the b <c�,d b <c� gray-
scaleimage’Lena’. Oneblind andtwo non-blindwavelet-
basedwatermarkingalgorithms(describedin section2) are
usedto embedandextract watermarkinformationwithout
perceptibleimagedegradation.Theperformanceof thewa-
termarkingschemesis evaluatedby calculatingthenormal-
izedcorrelationmeasure.

First, we demonstratethe robustnessagainstcompres-
sionattacksthatcanbeachievedwhenusingrandomlycho-
senwavelet filter parameters.We construct
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wavelet filters, uniformly separatedin the parameterspace
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Next, we embeda watermarkin thehostimagesusingone
of the available parametricfilters for wavelet decomposi-
tion; for referencewe alsotest the Daubechies-6and9/7-
bi-orthogonalfilter. The embeddingalgorithmsarebriefly
discussedin section2. The watermarked imagesaresub-



watermarked
image

DWT
inverse
DWT

forward

host image

010110101

filter parameters filter parameters

watermark

multiresolution decomposition
PSfragreplacements

Fig. 1. Thewatermarkembeddingprocessusingfilter parametrization.Theforwardandinversewavelet transformis based
on secretwaveletfilters.
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Fig. 2. Daubechies-6anda parametricwavelet (
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(middle). Correlationmeasurefor Kim’s scheme,key-spacerestrictedto smoothwavelets– the
embeddedmarkcanonly beretrievedwith thecorrectfilter parameter(right).

jectedto JPEGandJPEG20001 compressionwith different
quality or bit-rate settings,respectively, resultingin com-
pressionratios from approximately1:4 up to 1:80. Fig-
ure3 shows thatall waveletfilters provideadequaterobust-
ness,however, the9/7-bi-orthogonalfilter givesbestresults.
Weconductedtheexperimentwith all

<me�f
parametricfilters

but only show theaveragecorrelation.Theperformanceof
ourparametricfilterscanbeimprovedby restrictingthepa-
rameterspacesuchthat only reasonablesmoothwavelets
areused. In that case,onecanexpect resultscloseto the
Daubechies-6filter.

Thenext experimentexaminesthesecurityof our filter
parametrizationapproach.For eachalgorithm,we generate
awatermarkandembedit usingasecretparametricwavelet
filter (e.g.

$
0
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extract that watermarkbut randomly’guess’the transform
parameterswithin thekey-space.Figure4 suggeststhatthe
watermarkcan only be retrieved correctly with matching
waveletfilters. Wetested

e�k b *`n uniformly distributedpara-
meters(  �j�WhW$
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We repeatthe experimentbut restrict the key-spaceto
parametersthat producesmoothwaveletsaccordingto our

1using JasPer(basedon the JPEG2000working draft), seehttp://
spmg.ece.ubc.ca/people/mdadams/jasper/index.html

measure,

X 4Y _ ( X 4a V Theembeddedwatermarkcanonly be
retrievedwith matchingparametricfilters (seefigure2).

5. CONCLUSION

Wehave introducedtheconceptof waveletfilter parametri-
zationto improvethesecurityof watermarkingapplications.
Our approachis easyto integratein existing watermarking
schemes.The experimentsindicatethat the level of secu-
rity provided is adequatefor many applications. Because
ourproposedsecurityframework doesnot requireany com-
putationaloverhead,it is especiallysuitedfor videowater-
markingor otherreal-timeapplications.Furtherwork will
investigatetheparametrizationof bi-orthogonalwaveletfil-
ters.
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